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PURPOSE OF THIS PROCEDURE

This procedure outlines the evaluation necessary to determine if a particular function that is deemed as a public event can be held in an area of Fermilab that is deemed not accessible by the general public by taking into account the intention, nature, and content of the event; the proposed time and location/venue of the event; and the accessibility of the event to the general public. The outcome of the assessment includes a summary of the result and recommendations to be discussed with the Event Organizer. 

MATERIALS/PRE-REQUISITES NEEDED

Initiated Facilities Request Form (FRF)
REFERENCES:
FRA Site Security Plan
FRA Policy on Access to Fermilab
DOE O 142.3A – Unclassified Foreign Visits & Assignments
DEFINITIONS
Access Control Board (ACB) – A team of Fermilab-related individuals who serve as subject-matter experts in the requirements, policies, and procedures associated with the Policy on Access to Fermilab.
Event – a meeting, seminar, conference, or otherwise proposed to be held on the Fermilab site
Export Control Verification - the review and clearance for access to information or technology that is subject to United Sates Export Control Laws.
Physical Security Vulnerability Assessment – an assessment conducted by the FRA Emergency Manager, Security SME, and others as needed to identify risk factors and mitigating factors associated with the event and the proposed area. 
Proprietary Information Clearance Assessment – an assessment conducted by the FRA Office of Partnerships and Technology Transfer (OPTT) to identify FRA-protectable Intellectual Property (IP) associated with the event and the proposed area. 
RESPONSIBILITIES
Access Control Board (ACB)
· Reviews all inputs into the evaluation and the recommendations.
· Engages process owners, event organizers, and stakeholders as necessary to ensure that all required inputs into this evaluation have been submitted in a timely manner. 

Event Organizer
· Provide additional information regarding the event as needed to the ACB.
· Review results of the evaluation and determine necessary next steps for event as per the evaluation recommendations.

FRA Chief Operating Officer
· Responsible for reviewing and approving this procedure.
· In consultation with the FRA Chief Safety Officer, determines if evaluation is sufficient and if any mitigating controls and recommendations are acceptable.

FRA Chief Safety Officer
· Reviews the proposed mitigating controls and recommendations for sufficiency with the FRA Chief Operating Officer.
· Provides recommendations and expertise as needed.

FRA Mitigations & Controls Evaluation Team & SMEs
· Conduct the necessary evaluations prior to the event and submit results and recommendations to the ACB. 
DETAILED PROCEDURE:
A Facilities Request Form (FRF) must be initiated by the event organizer at least four months prior to the proposed event. The event organizer would provide the following information (non-inclusive) to determine if an event would be deemed a public or non-public event:
· If the event is being sponsored by or organized on behalf of a non-FRA organization, person, or group?
· Will members of the public be invited to this event?
· Will individuals who were born or have citizenship outside of the U.S. attend this event?
· Total number of people expected to be in attendance at the event?
· Total number and type of rooms needed?
· Tour of a Fermilab facility expected?

A committee will review the initial request and make the determination of the nature of the event (public or non-public).

If the event has been deemed as a public event and the proposed event space is in an area of Fermilab not deemed as an area open to the general public and the participants of the event include non-Fermilab individuals as well as individuals who have origins and affiliations outside of the U.S., then the following evaluations and considerations must be made prior to the FRF approval: an Export Control Assessment, a Proprietary Information Clearance Assessment, and a Physical Security Vulnerability Assessment.

Export Control Assessment:
The FRA Export Control Manager will first identify if anything that will be viewed in the event is export controlled. This information should be identified in the FRF. If there is nothing in the proposed area that is export controlled (like the bison), the area can be identified as cleared for public viewing.
If the FRA Export Control Manager identifies export controlled material or information (e.g. FAST facility – accelerator and accelerator technology) in the proposed area, then s/he will identify what will be exposed by public viewing. In this case, either remediation of the situation must be conducted or another area of Fermilab must be selected for the event, or the Export Control Manager can approve the area for public viewing upon determination that no export controlled information can be transmitted via casual observance.
[bookmark: _GoBack]
Proprietary Information Clearance Assessment:
A member of the OPPT will evaluate the proposed area for FRA-protectable Intellectual Property (IP). The proposed area is also reviewed for non-FRA IP to ensure that nothing that does not belong to FRA is exposed. A cross-check is also conducted with vendors with the relevant agreements if necessary. If the proposed area is deemed to not have the appropriate proprietary clearance, then remediation of the situation must be conducted or another area of Fermilab must be selected for the event. 

Physical Security Vulnerability Assessment:
For meetings, conferences, seminars, etc. to be held in areas of Fermilab that are not designated as ‘Areas Open to the General Public’ (see definition below in Supplemental Information section), a proper Security Vulnerability Assessment must be conducted by FRA Security. The Security Vulnerability Assessment evaluates the potential risk factors to employees, the public, the laboratory and its mission; and associated mitigating factors. This assessment would identify whether or not the area in question has sufficient safeguards and security controls (mitigating factors) in place to prevent the general public from accessing other areas deemed as not open to the general public. If sufficient controls (e.g. inability to access nearby offices) do not exist in the current state of the area, other measures of control will be reviewed such as assigned event/hall monitors or extra security presence, inspections and/or searches of individuals, securing or removing at-risk items; and/or request to locking the doors to offices and labs in the area. A summary of required access controls will be provided if applicable, otherwise, another area of Fermilab must be selected for the event. 

Unclassified Foreign Visits and Assignments and Ad-hoc FV&A DOE Directives:
By virtue of exceptions for public events in DOE Order 142.3A, FRA’s Unclassified Foreign Visits and Assignments requirements and any ad-hoc FV&A DOE requirements would not apply if the event is held in an area of Fermilab deemed to be accessible by the general public. 

Conclusions:
After all necessary assessments and evaluations have been completed, the Chief Operating Officer, in consultation with the Chief Safety Officer, will determine whether the event shall proceed in the proposed venue and what mitigating controls and instructions shall be required.  A summary of the evaluation with recommendation will be discussed with the Event Organizer. 
 
If any specific assessment or the evaluation in its entirety has deemed it necessary for the event to be relocated, Event Organizer will be notified and provided with supporting information and recommendations. 

Supplement Information from DOE Order 142.3a
Public events are those that include only information that is not protected by statute, regulation, or DOE policy, and is determined to be releasable to the general public, are held in locations that are accessible to the general public, and are available for attendance by the general public.


ATTACHMENTS:
Physical Security Vulnerability Assessment Checklist

Fermilab ESH&Q Procedure		Rev. 3/2015
WARNING:  This procedure is subject to change.  The current version is maintained on the ESH&Q Section website.	
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